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Chapter One
The FSO's Mandate: Accountability,
Compliance, and Proof

A Security Responsibility Hidden in the Lifecycle

Every Facility Security Officer faces the
same challenge: how to retire technology
without losing accountability, chain of cus-
tody, or compliance visibility.

The responsibility does not end when equip-
ment leaves production. In many ways, that
is when accountability matters most.

Retired IT assets often contain informa-
tion that remains sensitive long after the
equipment is no longer in use. For cleared
contractors, those assets may contain
Controlled Unclassified Information (CUI),
export-controlled information, proprietary
government data, information associated
with classified contracts, or data support-
ing Special Access Programs (SAPs) and
Sensitive Compartmented Information (SCI)
environments.

Each category carries different require-
ments for handling, destruction, and docu-
mentation. What they all share is a common
expectation: accountability.

Whether supporting a classified program,
operating as a possession or non-posses-
sion facility, managing assets associated
with a SCIF, working under DD254 require-
ments, or preparing for a CMMC assess-
ment, organizations must be able to demon-
strate control over retired data-bearing
assets from the moment they are removed
from service until final disposition is docu-
mented.

When an asset powers down, its security
lifecycle is not over. It enters a phase where
chain of custody becomes critical, oversight
can weaken, and assumptions create risk.
Missing drives, undocumented transfers,
incomplete destruction records, and inven-
tory discrepancies quickly become security
concerns rather than operational issues.

The strongest security programs are not
measured by assumptions. They are mea-
sured by proof.
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What’s at Stake

d C

Chain of
Custody

CUI & Classified
Information Protection

Focus Area

One overlooked drive can

expose sensitive informa-

tion long after equipment
leaves service.

Why It Matters

Security incidents
often begin with assumptions.

An undocumented transfer

A missing drive

An incomplete inventory

A delayed Certificate of Destruction

The longer accountability remains unresolved,
the greater the risk to compliance, inspections,
and organizational trust.

FSO Takeaway:

Every handoff creates an
opportunity for accountabil-
ity to break down.
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DCSA & CMMC
Readiness
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& Proof

Missing documentation
can create findings during
DCSA assessments,
customer reviews, DD254
program oversight, and
CMMC evaluations.

be documented,

demonstrated.

Documentation

If destruction cannot

accountability cannot be

Can Lead To:

« DCSA findings

« CMMC deficiencies

« Contract risk

* Program delays

» Corrective action requirements
* Loss of proprietary information

Strong security programs maintain accountability until every data-bearing

asset has been reconciled, documented, and resolved.



The Technology Lifecycle,
Completed With Proof

For security organizations, the lifecycle is not complete when equipment leaves
service.

It is complete when accountability can be demonstrated through documented

chain of custody, verified sanitization or destruction, reconciliation reporting, and
final proof of disposition.

Proof

Procurement

Disposition Operation

Refresh

(o)
99 %o+ Busmess Day ‘
Accuracy Certificates of Destruction

Decommission
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Chapter Two
Where Accountability Breaks Down

A Security Risk Hidden in the Lifecycle

Most security incidents do not begin with
malicious intent.

They begin with assumptions.

Someone assumes the drives were
removed.
Someone assumes the equipment
was sanitized.

+  Someone assumes the vendor docu-
mented everything correctly.

+  Someone assumes chain of custody
was maintained.

For cleared contractors, accountability gaps
often emerge after equipment leaves pro-
duction and before final disposition is doc-
umented. During this period, retired assets
can move between departments, storage
locations, transportation providers, and
third-party vendors. Every transition intro-
duces an opportunity for visibility to weak-
en.

A retired laptop may contain CUI. A server
may support a classified contract. Storage
media may have been used in a SAP, SCI,

or SCIF environment. Each category carries
different handling, accountability, sanitiza-
tion, destruction, and documentation re-
quirements.

The challenge is not simply protecting infor-
mation.

The challenge is maintaining accountability
throughout the entire disposition process.

« An undocumented transfer.
+ A mislabeled asset.
A missing serial number.
« Anincomplete inventory.
A delayed Certificate of Destruction.

Each appears small in isolation. Together,
they create the conditions for security inci-
dents, audit findings, compliance failures,
and unanswered questions.

The greatest risks are rarely technical.

They are failures of visibility.
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External Pressure Points
External Factor Distributed Cleared Classification & Data Third-Party Documentation
Environments Sensitivity Handoffs Gaps

Organizations supporting
multiple locations,
cleared programs, or
SCIFs often struggle
when accountability
varies between sites.

Impact on the
Security Program

Assets supporting CUI,
classified contracts,
SAPs, SCI programs,
or SCIFs may require

different destruction and
documentation controls.

Every custody transfer
introduces another point
where accountability can

weaken.

Missing records create
uncertainty during
inspections, audits,

and compliance
assessments.

Internal Breakdowns That Create Risk

Accountability for retired assets often
spans multiple teams.

IT manages equipment.

Security manages compliance re-
quirements.

Program managers manage contract
obligations.

Facilities manage storage.
Procurement manages vendors.

Each group performs an important role. Yet
many organizations struggle because no
single process connects these responsibili-

FSO Takeaway:

Fragmented ownership of equipment creates accountability gaps.

ties into one verifiable chain of accountabil-
ity.

As a result, inventories drift from reality.
Devices remain in storage longer than ex-
pected. Documentation arrives incomplete.
Certificates of Destruction cannot be recon-
ciled to original asset inventories.

Organizations that perform best during
inspections, audits, and customer reviews
establish one source of truth for inventory,
chain of custody, destruction records, and
final reporting.




What Keeps the FSO Up at Night

01 &

Classified Information Missing Data- Chain of Custody
Exposure Bearing Devices Failures

A retired asset associated A drive believed to be Documentation cannot
with a classified contract, removed is later discovered establish who controlled an
SAP, SCI program, or SCIF inside equipment asset at every stage of its
environment leaves scheduled for disposition. lifecycle.

controlled custody without
proper accountability.

o6 8

Inspection and CUI Exposure Personal

Audit Findings Accountability
Missing records, incomple- Controlled Unclassified The security office is

te inventories, or undocu- Information remains on responsible for demonstra-
mented disposition retired devices and leaves ting compliance, accounta-
activities create findings organizational control. bility, and due diligence
during inspections, when questions arise.

customer reviews, and
compliance assessments.

I S .

Accountability does not end when an asset leaves service. Every gap in control
creates uncertainty. Every missing record creates questions. Every undocumented

asset becomes a security concern.
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Where Accountability Slips Away

Most accountability failures are not the
result of malicious intent or a single cata-
strophic mistake. They occur when visi-
bility decreases and assumptions replace
verification. Delays create uncertainty,
undocumented transfers weaken chain
of custody, and unresolved inventory
discrepancies make it difficult to demon-

strate what happened to a retired asset.
Strong security programs recognize that
end-of-life asset management is not simply
a disposal activity. It is an accountability
framework designed to maintain control
until final disposition can be demonstrated
through documentation, reconciliation, and
proof.

Philosophy Shift: From Disposal to Accountability

Many organizations view disposition as
the final step in the technology lifecycle.
Security professionals view it differently.
Disposition is the point where account-
ability must be proven.

Inspection readiness, audit readiness,
and customer confidence are not estab-
lished when documentation is request-
ed. They are established when an asset
leaves service and every subsequent
action can be documented, verified, and
reconciled.

For cleared contractors, accountability
extends beyond the asset itself. Orga-
nizations must be able to demonstrate
who controlled the asset, where it was

transferred, how data-bearing devices were
handled, and when final disposition oc-
curred. Whether supporting CUI, classified
contracts, SAPs, SCI environments, or SCIF
operations, the expectation remains the
same: accountability must survive every
handoff.

Governance rarely
fails in the middle

of a process. It fails
when an organization
cannot demonstrate
accountability at the end.
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Where Accountability Breaks Down

Decommission
“

Risk increases when visibility decreases.

The FSO’s objective is to shorten the
distance between decommissioning
and documented proof.
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Chapter Three
Evaluating Vendors Who Touch
Sensitive Assets

When Accountability Leaves Your Facility

Every security program eventually reaches
a point where accountability must extend
beyond the organization’s walls.

Retired laptops, servers, storage arrays,
networking equipment, mobile devices, and
removable media cannot remain in storage
forever. At some point, they must be trans-
ported, processed, sanitized, destroyed,
remarketed, or recycled. For many organiza-
tions, that means transferring custody to a
third party.

The challenge is not simply selecting a
provider capable of moving equipment. The
challenge is selecting a provider capable of
preserving accountability.

When sensitive assets leave a controlled
environment, visibility naturally decreases.

FSO Takeaway:

Accountability must now be maintained
through documented processes, chain of
custody controls, inventory reconciliation,
and verifiable reporting.

For cleared contractors, the stakes are high-
er. Retired assets may support programs
involving CUI, classified contracts, SAPs,
SCI environments, export-controlled infor-
mation, or other sensitive government data.
Requirements may vary. For organizations
operating under NISPOM requirements,
accountability must extend beyond sanitiza-
tion or destruction and include documented
proof that media was handled according to
applicable security requirements.

The provider does not replace the security
program. The provider becomes part of it.

When custody transfers to a provider, accountability does not transfer

with it. Your organization remains responsible for proving what hap-
pened to every sensitive asset.

securis.com



The FSO’s Reality

Security accountability does not end when equipment leaves service. In many ways, that is
when accountability matters most.

You are responsible for protecting sensitive information across its entire lifecycle, whether
that includes CUI, classified contracts, export-controlled information, SAPs, SCI environ-
ments, or other regulated data. The challenge is maintaining visibility after assets leave
operational control.

Your world is built on verification, documentation, and proof. Chain of custody matters.
Inventory accuracy matters. Final disposition matters. The organizations that perform best
are the ones that can demonstrate accountability at every step.

You don’t need another vendor promising compliance.
You need a provider that understands accountability and
helps you prove it.

What Accountability Looks Like in Practice

The strongest security programs rely on documented controls, independent verification,
and accurate reporting to maintain accountability from decommissioning through final dis-
position. Each safeguard below reduces uncertainty and strengthens the ability to demon-
strate what happened to every data-bearing asset.

NIST S
R2 \ Shredders and
800-88 Rev. 2 Securis Triple s Disintegrators
H STaTES OF
Compliant Workflows Check Guarantee
Every data destruction Full traceability and Meets or exceeds the Verification at the job site, during HDD shredders and NSA/CSS EPL (2021)
process is independently ethical downstream highest federal data physical disassembly, and through solid-state disintegrators, validated for
verified for integrity and recycling to protect your sanitization standards. system-level validation to catch hidden high-assurance destruction.
compliance. ESG commitments. or missed data-bearing devices.
100%  2-3 By
|
68 (o Day
DriveSnap Al Reconciled Accuracy Average Job Closure Positive Feedback Ratings
Creates a permanent photographic record of Photographic documentation, Certificates of Destruction and Long-standing reliability in secure value
processed data-bearing devices and captures serial-number reconciliation, and reconciliation reports delivered recovery, demonstrated at scale.
serial numbers through Al-assisted extraction documented review support complete quickly and reliably.
and human validation. accountability for processed data-

bearing devices.

The value of these controls is simple: they replace assumptions with evidence. They strengthen chain of custody, improve inventory integrity, and provide
the documentation needed to demonstrate accountability long after equipment leaves service.

FSO Takeaway:

Real accountability replaces assumptions with evidence and turns process into protection.
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What Good Looks Like for
Security Programs

Security Chain of Custody Media Accountability
Verified handling, sanitizati- Documented accountability Every data-bearing device
on, and destruction from decommissioning identified, reconciled,
appropriate to the asset through final disposition. processed, and
and information type. documented.
Documentation Audit-Readiness
Inventory reports, Certifica- Proof of disposition readily
tes of Destruction, and available for inspections,
supporting records reviews, audits, and
available when needed. compliance assessments.

The strongest security programs
replace assumptions with evidence.

They are judged by what they can
prove.

securis.com



Chapter Four

he Plan: A Clear Path to Account-
ability, Security,and Compliance

Strong security programs do not rely on a single control. They rely on a series of docu-
mented processes that maintain accountability from decommissioning through final dispo-
sition. This chapter provides a practical roadmap that Facility Security Officers can use to
strengthen chain of custody, improve audit readiness, and reduce the risk associated with
retired data-bearing assets.

A. Maintain Accountability from Decommissioning to Final Disposition

When an asset leaves service, accountability becomes the priority. Physical controls, docu-
mented processes, and clear ownership help ensure sensitive assets remain under control
until final disposition can be proven.

1. Stage Assets by Sensitivity
Use three staging tiers based on information sensitivity and security requirements:

« Standard: Routine corporate assets stored in secured areas with documented ac-
cess controls.

« Controlled: Assets associated with CUI, export-controlled information, or regulated
data requiring additional oversight.

+ High-Sensitivity: Assets supporting classified contracts, DD254 requirements, SAPs,
SCI environments, or SCIF operations requiring enhanced accountability, destruction
controls, and restricted access.

FSO Takeaway:

Staging discipline is the first step in preserving accountability.




2. Match the Disposition Method to the Security Requirement
Disposition decisions should align with the sensitivity of the information, contractual re-
quirements, organizational policy, and applicable standards.

NIST 800-88 Clear or Purge for assets approved for sanitization and reuse.

Physical Destruction for media that cannot be sanitized or destruction is required.
Degaussing and Shredding for magnetic media requiring additional assurance.
Classified media may require destruction methods that differ from those used for
CUI, regulated information, or commercial data. Disposition decisions should always
align with contractual obligations and applicable security requirements.

FSO Takeaway:

Match the disposition method to the security requirement,
not the asset value.

3. Decide on On-Site or Off-Site Destruction

On-site destruction may be appropriate for classified programs, SCIF environments, or
situations where transport creates unnecessary risk. Off-site processing can provide equiv-
alent accountability when supported by documented chain of custody, secure transporta-
tion, and verifiable reporting. Hybrid approaches are often effective for organizations man-
aging mixed asset populations.

4. Secure Assets Before Transfer

Retired assets should remain under documented control until custody is formally trans-
ferred. Secure storage, restricted access, tamper-evident measures, and access logs help
maintain accountability during staging. For approved assets, sanitization prior to transfer
can further reduce risk.

FSO Takeaway:

Any asset awaiting disposition should remain under documented control.

securis.com
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5. Control Day-0

Day-0 establishes account-
ability. Before assets leave
service, organizations should
document what is being
retired, identify data-bearing
devices, verify inventories,
and initiate chain-of-custo-
dy procedures. Asset serial
numbers, drive counts, and
custody records should be
validated before any transfer
occurs.

6. Reconcile Assets

Day-0 Checklist

D Decommissioning authorized and documented

D Assets inventoried and verified
D Data-bearing devices identified
D Chain-of-custody documentation initiated

|:| Accountability records reviewed and validated

Reconciliation is the process of proving that every asset expected for disposition was
accounted for. Compare inventory records against actual assets, document exceptions,
and verify data-bearing devices throughout processing. Al-powered inventory scanning

can improve accuracy by capturing drive labels, extracting serial numbers, and reducing
manual entry errors. Complete reconciliation strengthens accountability and supports audit

readiness.

FSO Takeaway:

Reconciliation transforms asset disposition from an activity into a verifiable control.

securis.com



B. Governance & Documentation
Accountability requires more than secure handling. It requires documentation that demon-

strates control, supports audits, and provides evidence long after assets leave service.
Asset disposition should be integrated into security policies, inventory management pro-
cesses, and reporting structures so that accountability remains visible throughout the
asset lifecycle.

C. Vendor Due Diligence

The provider you select becomes part of your security program. Due diligence should
include a review of certifications, chain-of-custody controls, destruction methodologies, in-
ventory accuracy, reporting capabilities, and procedures for identifying data-bearing devic-
es. Organizations should also evaluate documentation practices, reconciliation processes,
and the provider’s ability to support audits, reviews, and compliance assessments.

cie Visit: NOn.’Ve )
\\ Qot,a bl

Inspect the facility and its physical
security controls, including restricted areas,
surveillance systems, visitor procedures, and access management.

Observe transportation procedures, chain-of-custody practices, and how assets remain controlled during
pickup and transit.

Review destruction processes, media handling, and controls used to identify overlooked data-bearing devices.

Evaluate documentation workflows, inventory reconciliation procedures, reporting capabilities, and Certificates
of Destruction.

Verify downstream processing practices and environmental controls to ensure accountability extends beyond
the primary facility.



D. Accountability Maturity Model

Security programs typically progress through four levels of accountability maturity: L1
Ad Hoc, L2 Documented, L3 Managed, and L4 Audit-Ready. Each level improves visibility,
strengthens chain of custody, and increases confidence that retired assets can be ac-
counted for throughout the disposition process.

Organizations at higher maturity levels rely on documented procedures, inventory reconcil-
iation, verifiable reporting, and repeatable controls rather than institutional knowledge or
manual tracking. The Accountability Maturity Model in the Appendix provides a roadmap
for advancing from reactive asset disposal to a fully documented, audit-ready disposition
program.

E. Accountability Beyond Destruction

Organizations at higher maturity levels rely on documented procedures, inventory reconcil-
iation, verifiable reporting, and repeatable controls rather than institutional knowledge or
manual tracking. As accountability maturity increases, organizations gain greater visibility,
stronger chain of custody, improved audit readiness, and increased confidence that every
retired asset can be fully accounted for.
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Chapter Five

A security program only becomes effective
when accountability becomes intentional.

Facility Security Officers are not judged
by how many assets are retired. They are
judged by whether accountability can be
maintained and demonstrated throughout
the disposition process.

You now have a clear understanding of the
risks, accountability gaps, and controls that
define secure asset disposition. The next
step is turning that knowledge into a doc-
umented process that protects sensitive
information and supports compliance re-
quirements.

Every Strong Disposition
Program Starts Here

A strong disposition program begins with
clarity. The consultation call is a structured
assessment designed to identify risks,
evaluate current processes, and establish a

he Decision Point:
'urning Insight Into Action

defensible path forward.

During the call, your team reviews decom-
missioning procedures, staging and storage
controls, chain-of-custody practices, de-
struction requirements, inventory reconcilia-
tion processes, reporting expectations, and
documentation requirements.

You provide information about the assets
involved, including device types, quantities,
locations, and any special security consid-
erations. This information helps establish
appropriate controls, handling procedures,
and reporting requirements.

Security Requirements You
Confirm During the Call

Secure disposition is not a single decision.
It is a sequence of documented controls
that must align with organizational policy,
contractual obligations, and security re-
quirements.

securis.com



The consultation ensures those require-
ments are identified and translated into
repeatable processes.

You confirm if sanitization is permitted or
physical destruction is required, determine
whether on-site or witnessed destruction is
necessary, establish custody procedures,
and identify any additional documentation
or reporting requirements.

Organizations supporting CUI, classified
programs, SAPs, SCI environments, SCIF

FSO Takeaway:

operations, export-controlled information, or
other sensitive data often require additional
controls. These requirements are reviewed
and incorporated into the disposition plan.

Security requirements that are not clearly
defined at the beginning of a project often
become accountability gaps later. Establish-
ing expectations before assets leave service
helps ensure chain of custody, documen-
tation, destruction methods, and reporting
requirements remain aligned throughout the
disposition process.

Accountability begins with clearly defined requirements.

Schedule Your Accountability Assessment

In a single discussion, you will gain a clearer
understanding of your current disposition
process, accountability maturity, chain-of-
custody controls, documentation requirements,
reporting expectations, and opportunities to
strengthen security oversight.

FSO Takeaway:

Accountability gaps are easiest to fix before assets leave service. The

strongest programs define requirements, documentation standards,
and chain-of-custody controls before disposition begins.

securis.com



Your Next Move:
Accountable.
Secure.
Defensible.

One Assessment.
One Roadmap.
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Chapter Six
Snapshots of Success and Failure:
Proof That Accountability Matters

Every Facility Security Officer carries the same concern: the accountability gap no one dis-
covers until an inspection, assessment, audit, or security incident forces the question.

Success is often invisible. Assets are accounted for, documentation is complete, and chain
of custody remains intact. Failure becomes memorable because it exposes weaknesses in
oversight, inventory management, documentation, or accountability.

This chapter highlights both outcomes and demonstrates why process matters.

Success Story 1: Government Contractor — The 42 Drives Nobody
Knew Existed (Client Case Study)

Securis supported the retirement of server
infrastructure for a cleared contractor. The cli-
ent reported that all data-bearing devices had
been removed prior to disposition.

During processing, the Securis Triple Check
Guarantee identified 42 drives still installed

in equipment scheduled for destruction. The
drives had been missed during decommission-
ing and inventory reconciliation.

Each drive was removed, documented with
DriveSnap Al, reconciled against inventory
records, and destroyed according to the ap-
proved disposition plan.

Without layered verification, these drives could
have left the accountability chain unresolved.

21




Success Story 2: Cleared Con-
tractor & Telecom Provider — The
30 Drives Still in the Chassis
(Client Case Study)

A major telecommunications and govern-
ment services provider sent 300 servers

to Securis for destruction, stating that all
drives had been removed. Through the
Securis Triple Check Guarantee, technicians
identified 30 drives still installed in the
equipment. Each drive contained sensitive
operational data.

Securis opened each chassis, removed the
drives, documented serial numbers using
DriveSnap Al, and performed compliant
destruction. Each exception was logged and
attached to the final reconciliation report.

Failure Example 1: FBI Audit Reveals
Accountability Gaps in Media Destruc-
tion Process

In 2024, a Department of Justice Office of Inspec-
tor General audit identified weaknesses in the FBI's
inventory management and disposition procedures
for electronic storage media containing sensitive
but unclassified information and classified national
security information. Auditors found that electronic
media removed from larger devices was not always
properly tracked, labeled, or accounted for. The audit
also identified weaknesses in physical security con-
trols at a facility responsible for media destruction.

The report concluded that stronger controls were
necessary to ensure accountability, tracking, saniti-
zation, and destruction of sensitive electronic medi

Control That Prevents It: Documented chain of
custody, inventory reconciliation, media accountabil-
ity, physical inspection of data-bearing devices, and
verifiable proof of destruction through reconciliation
reports and Certificates of Destruction.

Source: U.S. Department of Justice Office of Inspector General Audit
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Failure Example 2: Affinity Health Plan — The Hard Drives Hidden in

Plain Sight

Affinity Health Plan returned leased digital
photocopiers without removing or sanitizing
the hard drives stored inside the devices.
During an investigative report, CBS News
purchased one of the copiers and recov-
ered sensitive patient information, including
medical records, prescriptions, test results,
and Social Security numbers.

The incident highlighted a common ac-
countability failure: the organization fo-
cused on retiring the equipment but failed
to identify and account for the data-bearing
devices embedded within it. The hard drives
remained in the copiers throughout the
disposition process, leaving sensitive infor-

mation accessible long after the equipment
had left organizational control.

More than 344,000 individuals were affect-
ed, and Affinity ultimately reached a $1.2
million HIPAA settlement with the U.S. De-
partment of Health and Human Services.

Control That Prevents It: Physical inspec-
tion of every asset, identification of embed-
ded data-bearing devices, inventory recon-
ciliation, and documented destruction of all
media before final disposition.

Source: U.S. Department of Health and Human Services (HHS)

HIPAA Enforcement Action, Affinity Health Plan

The Accountability Royal Flush
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Hold the winning hand in accountability, security, and compliance.

securis.com
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Winning Move R

Protect What Matters Most

The strongest security programs are not judged by assumptions.
They are judged by what they can prove.

Maintain accountability. Preserve chain of custody. Document every outcome.

Build a defensible disposition program.
Call Securis. (866) 416-3069 | Securis.com
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